
TEM AG
Triststrasse 8 | 7000 Chur | Switzerland
+41 81 254 25 11
info@tem.ch | www.tem.ch
UID: CHE – 103.948.999 MWST

This page describes how the TEM Group regulates access to, use of, and sharing of data generated by its products and 
systems in the field of building automation. The regulations are made in accordance with the EU Data Act (Regulation (EU) 
2023/2854). Detailed information can be found in the following Data Access & Use Policy.

Data Access & Use Policy – TEM Group
1. Purpose and Legal Basis:

This Data Access & Use Policy (“Policy”) governs access to, use of, and sharing of data generated by products and
systems of the TEM Group. It serves to implement the requirements of the EU Data Act (Regulation (EU) 2023/2854).

2. Scope 
This Policy applies to all products and systems of the TEM Group, in particular:

• Control technology systems 
• Smart building systems 
• OEM products 

It applies regardless of construction year, product generation, or technical architecture, provided that products are
placed on the market or operated within the European Union.

3. Roles and Responsibilities:
• Data Holder: Unless explicitly agreed otherwise in a contract, the TEM Group is the Data Holder within the 

meaning of the EU Data Act.
• User: “User” means any natural or legal person who lawfully uses a product.
• OEM Constellations: For products that are distributed by contractual partners under their own name or as part 

of their own systems (OEM products), the role of the data holder may be transferred, in whole or in part, to the 
respective contractual partner. In such cases, the relevant contractual provisions take precedence over this 
policy.

4. Categories of Generated Data
The systems of the TEM Group may generate, depending on system type and configuration, in particular the following 
data:

• Measurement and sensor data (e.g. temperature, pressure, flow rate) 
• Operating and status data (e.g. runtimes, switching states) 
• Energy consumption data 
• Diagnostic and fault data 
• Configuration parameters 

5. System Classes and Data Access 
Data access depends on the technical design and system architecture of the respective product.
5.1. Local Systems (especially legacy and existing systems) access is provided via:

• physical interfaces 
• standardized communication protocols (e.g. Modbus, BACnet) 

5.2. Networked Systems (cloud or platform-based systems) access is provided via:
• digital platforms 
• web portals 
• APIs 
• export functions 

5.3. Hybrid Systems: Combination of local and cloud-based access options.
6. User Rights

Within the scope of legal requirements, users have the right:
• to access data generated through the use of the product 
• to receive this data in a structured, commonly used, and machine-readable format 
• to transmit this data to third parties designated by them 

These rights apply within the framework of legal requirements, technical possibilities, and subject to the limitations 
described below.

7. Data Sharing with Third Parties
Data shall be shared with third parties upon the user’s request, provided that:

• clear and verifiable authorisation exists 
• sharing is technically feasible considering the specific system architecture 
• no overriding legitimate interests of the TEM Group oppose it, in particular the protection of trade secrets or 
system security 

The TEM Group is entitled to take appropriate measures to verify the identity and authorisation of both the requesting 
party and the designated third party.

8. Protection of Trade Secrets and Restrictions
The following are excluded from data access and data sharing in particular:

• proprietary control algorithms 
• internal software and system logic 
• firmware and source code 
• security-critical control functions 
• information constituting trade secrets 
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Restrictions are applied only to the extent necessary and proportionate to ensure protection of these interests.
Where possible, access to non-protected data remains unaffected.

9. Technical and Operational Limitations 
For certain systems, especially older or non-networked devices:

• data access may be limited 
• access may only be possible locally 
• additional technical or organisational effort may be required 

An obligation to subsequently technically adapt existing products exists only within the framework of legal 
requirements.

10. Data Security and System Integrity
All data access is subject to the following principles:

• protection against unauthorised access 
• maintenance of system stability 
• avoidance of unlawful interference with control processes 

Data access may be refused insofar as it would endanger the security, integrity, or functionality of a system.
11. Processes, Deadlines, and Costs

Requests for data access or data sharing must be submitted to the contact point designated by the TEM Group.
Processing will take place within a reasonable timeframe, taking into account the complexity of the request. Data is 
generally provided free of charge unless otherwise required by law. For additional services, a reasonable and 
proportionate fee may be charged. The TEM Group is entitled to request necessary information from the requester for 
processing the request.

12. Liability
To the extent permitted by law, the TEM Group is not liable for:

• the use of provided data by the user or third parties 
• decisions or actions taken based on this data 
• damages resulting from improper or non-intended use of the data 

Mandatory statutory liability provisions remain unaffected.
13. Relationship to Other Legal Provisions

Where personal data is concerned, the requirements of the GDPR apply in addition. In the event of contradictions 
between this Policy and mandatory legal provisions, the latter shall prevail.

14. Contractual Integration
This Policy forms part of all offers, contracts, and deliveries of the TEM Group, unless explicitly agreed otherwise.

15. Amendments
The TEM Group reserves the right to amend this Policy insofar as necessary to comply with legal requirements or to 
further develop its systems. The current version will be made available in an appropriate manner.
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